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Motivation
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Ethereum

• Proposed in 2014

• Higher complexity than Bitcoin

• Introduced smart contracts

• $12bn market capitalization

• 500k transactions per day

• 50k „verified contracts“ on Etherscan

My contribution

• Model the system with Software Engineering techniques

• Goal: bring structure to the system to facilitate data analysis

• Practical implementation of blockchain data analysis



• How are the different parts of the Ethereum system correlated with each other?

RQ1

• What data can be extracted from the blockchain for analysis and how can this be done efficiently?

RQ2

• What does metadata tell us about the network?

RQ3

• What are different areas of application of the Ethereum blockchain? 

RQ4

• Which anomalies can be observed in the network?

RQ5

Research Questions
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The Model
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RQ1



The Model
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RQ1



Available
data

• Blockchain data

• State data

• Temporary data

• Off-chain data

Data 
extraction

• Transactions to null

• Contract-created contracts

• Observe CREATE opcode

• Call eth.getCode()

Data 
storage

• Graph database

• Relational database

• Split contracts from contract codes

Data Acquisition
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RQ2



Analysis
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6.90M
blocks

2.18M
user-created contracts

4.80M
contract-created contracts

190k
contract codes



• Conditions:

• Same recipient

• Same function call

• 50% higher gas price

• Issued ≥3 seconds later

• Detected during launch of a blockchain card game

Front-running

• 43 detected contracts

• Reasons:

• Obfuscation

• Programming error

Self-destructing constructors

Analysis – Anomalies
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RQ5



Analysis – ERC Standard Usage
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89k ERC20 tokens

900 ERC721 tokens

1.3% of contracts

27% of contract codes

• Extract 4-byte 
identifiers

• Compare with ERC 
standards

Approach

RQ4



Analysis – Approximating Compiler Versions
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• Contract creation date

• Header analysis

Heuristics

• Set minimum and maximum
version

• Version estimation range as small
as possible

Goal

RQ3



Evaluation – Compiler Versions
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Verified
contracts

50k
Contract codes
with correct
minimum and
maximum range

99.3%
Percentage of
nightly versions
among false
detections

>66%
Median range of
contract code
version
estimation

3

Distances between minimum and maximum compiler version

3

0.4.18 – 0.4.21

0.4.22 – 0.4.25

20

0.1.1 – 0.4.3

34

0.1.1 – 0.4.17

RQ3



SafeMath library

• Most popular Solidity library

• Arithmetic operations without over- and underflows

• All functions are internal

• Approach:

Analysis – Library Usage
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Compile all 
SafeMath 
versions

Extract
bytecodes of

functions

Search 
bytecodes in 
all contract

codes

RQ3



Evaluation – Library Usage
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Source code uses

SafeMath

Does not use

SafeMath

Detected SafeMath

in bytecode

21,375

true positives

27

false positives

Did not detect

SafeMath

8,978

false negatives

20,053

true negatives

2

1.1.0 – 1.3.0

4

1.4.0 – 1.8.0

7

1.1.0 – 1.8.0

14

1.1.0 – 1.12.0

Distances between minimum and maximum SafeMath version

RQ3



Use Parity
traces

Add more
heuristics

Nightly
compiler
versions

Find vulnerable 
smart contracts

Investigate
function calls

Future Work
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