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Motivation T|.|T|

Ethereum Transaction Chart

Source: Etherscan.io
Click and drag in the plot area to zoom in

Ethereum
* Proposed in 2014
« Higher complexity than Bitcoin
* Introduced smart contracts
« $12bn market capitalization
« 500k transactions per day
« 50k ,verified contracts” on Etherscan

My contribution
* Model the system with Software Engineering techniques
» Goal: bring structure to the system to facilitate data analysis
* Practical implementation of blockchain data analysis
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Research Questions TUTI

RQ1

* How are the different parts of the Ethereum system correlated with each other?

RQ2

» What data can be extracted from the blockchain for analysis and how can this be done efficiently?

— BE=Tek!

 What does metadata tell us about the network?

RQ4

» What are different areas of application of the Ethereum blockchain?

— EE=TelS

* Which anomalies can be observed in the network?
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The Model
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The Model

Storage ‘-\
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RQ1

TUTI

@«a hstracts=
Trie

@‘I’i‘ansactlonﬂ‘ie @wansactlnnﬁecelpﬂrle @ StateTrie

@ BlockHeader

@‘I‘ra nsactionReceipt

int cumulativeGasUsed
byte[] logsBloomFilter
int statusCode

L4

createdLogs

@ Log

address logger
bytes32[] topics
bytes[] data

5tring parentHash
5tring ommersHash
address beneficiary
String stateRoot
String transactionsRoot
String receiptsRoot
bytes[] logsBloom
int difficulty

int blockNumber

int gasLimit

int gaslUsed

String timestamp
byte[ ] extraData
String mixHash

int nance

int nonce
int gasPrice
int gasLimit
address to
int value
bytel[] v
byte[]r
byte[] s
byte[] init
byte[] data

@ OmmersList

190218 Hefele A Conceptual Model for Ethereum Blockchain Analytics

© sebis 5



Data Acquisition a2 TLTI

* Blockchain data )
» State data

INZIE o[- © Temporary data
data » Off-chain data y

* Transactions to null )
* Contract-created contracts
Data « Observe CREATE opcode

extraction  Call eth.getCode() )

» Graph database
* Relational database

Data  Split contracts from contract codes
storage J
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Analysis TUT
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Analysis — Anomalies Sl TLTI

-

« Conditions:
« Same recipient
« Same function call
* 50% higher gas price
* Issued =23 seconds later
» Detected during launch of a blockchain card game

Self-destructing constructors

» 43 detected contracts
* Reasons:

» Obfuscation

« Programming error
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Analysis — ERC Standard Usage

» Extract 4-byte

Approach identifiers
» Compare with ERC
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Analysis — Approximating Compiler Versions

= Heuristics

* Contract creation date
» Header analysis

CEE—

 Set minimum and maximum
version

* Version estimation range as small
as possible
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Median range of

Evaluation — Compiler Versions
contract code
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Analysis — Library Usage Sl TUTI

SafeMath library

« Most popular Solidity library

 Arithmetic operations without over- and underflows
« All functions are internal

« Approach:

Search

Compile all Extract bytecodes in

SafeMath bytecodes of
versions functions

all contract
codes

190218 Hefele A Conceptual Model for Ethereum Blockchain Analytics © sebis 12



Evaluation — Library Usage RQ3 NI
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Future Work TUTI

Use Parity
traces

Investigate Add more
function calls heuristics

Nightly
compiler
versions

Find vulnerable

smart contracts
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